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Abstract—A mobile ad-hoc network (MANET) is a wireless mobile
communication. It is a temporary network. It is setup by the group of
multi-hop and self-conFig. d mobile nodes. MANET is without any
network infrastructure or access points. Mobile unique
characteristics such as dynamic topology, infrastructure less, node
mobility, self-conFig. d and self-organizing makes it different from
other networks but these types of networks are more prone to various
types of attacks. In mobile ad-hoc network, any node leaves or joins
the network any time. The mobility and dynamic nature of node in the
network, the malicious node easily enters in the MANET. The
malicious node through various types of attacks easily enter in the
network like gray hole attack, black hole attack, routing attack,
message altering attack etc. The Black hole and Gray hole packet
dropping attack, easily enter in the network through a malicious
node. Due to these attacks in the network there is an impact on the
different network performance metrics such as throughput, packet
delivery ratio and normalized routing load etc. Protecting the
network layer from attacks is an important and challenging security
issue in mobile ad-hoc networks (MANET) .
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1. INTRODUCTION

A Mobile Ad Hoc Network is a set of mobile nodes that
forward packets for each other [10]. MANETs have some
special characteristic features such as unreliable wireless links,
limited bandwidth, battery power, low computation power etc.
Mobile network exchange information without any access
point . Mobile ad-hoc network is a temporary network.
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Fig. 1: Mobile ad-hoc network [16]

MANETSs are vulnerable to various types of attacks like warm
hole, rushing attack, impersonation, eavesdropping, and denial
of service attack etc. Mobile ad-hoc network is a temporary
network and nodes are always in moving state [18] .The
various application of mobile ad-hoc network like tactical
network, emergency service, education, home enterprise etc.
MANET is Multi-hop wireless network [3]. Routing attacks
do not disrupt the routing protocol Instead, they cause the data
packets. For example, the attacker drops the packets, modify
the data and content of the packets, or duplicate the packets it
has already forwarded [7]. Another type of packet forwarding
attack is the denial-of-service (DoS) attack.

2. MANET SECURITY AND ATTACKS

A. Flooding Attack: The flooding Attack is a denial-of-
service attack. The malicious node sends the fake packets
in the network and disturbs the normal functioning of the
network. Nodes under the flooding attacks are unable to
receive or forward any packet and all the packets directed
to them will be discarded from network[13]

B. Impersonation: A node may disguise as another node
and send fake routing information to some other normal
node. A malicious node might gain perceptive
information and even provide fake information to other
nodes [12].

C. Packet Modifying: The intermediate node changes the
contents of packets during transmission. In a message
modification attack, some changes are made in the
routing messages by the attacker. In Ad-HOC Network
nodes are free to move and self-organize, relationships
among nodes at some times nodes may include the
malicious nodes. These malicious nodes might disturb
the random relationships in the network to participate in
the packet forwarding process, and launch the message
modification attacks [13].
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Fig. 2: Modification [16]

Worm Hole Attack: A worm hole assail is when two or
more suspicious nodes work together to encapsulate and
exchange messages between them. A worm hole attack
always tunnels the packet to its misbehaving partner
node [12]. In a wormhole attack, an attacker receives
packets at one point in the network, “tunnels” them to
another point in the network. Routing can be disrupted
when routing control message are tunnels. This tunnel
between two colluding attacks is known as a wormhole
attack.

Sink Hole Attack: In sinkhole Attack, malicious node
collect wrong routing information to produce itself as a
specific node and receives all network traffic. Gray hole
attack and black hole attack are most popular examples
of sink hole attack [15].

Black hole Attack: It is a kind of selfish node that just
drops the packets and hence the transmission further.
Black hole attack occur on network layer .Black hole
gray hole example of sink hole attack. Black hole is a
active type of attack. The black hole attack not send any
packet to the destination it drops the all packet. In black
hole attack not any packet send at destination side, black
hole node drop all received packets.[15]
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Fig. 3: Black hole attack [4]

In Black hole attack, adversary node with help of one of
reactive routing protocol announces that it has a valid Shortest
route, and once the route is established it drop packets without
forwarding to next node.[20]

Internal black hole attack -In internal black hole attack,
malicious node which fits in between the routes of given
source and destination and drop all packet.

External black hole attack- External attacks occur outside
of the network and try to access network traffic or
disrupting the process of entire network.

G. Gray Hole Attack: The [17] Gray hole attack is also a
kind of Denial of service attack. Gray hole attacks is an
active type of attack. Gray Hole attack may occur due to
a malicious node. A Gray hole attack is a variation of the
black hole attack, initially the malicious node is not
malicious, it turns malicious sometime later. This attack
is more difficult to detect than black hole attack. The
malicious node just drop part of the packet not drop all
packet. This is called a Gray hole attack. Gray hole
attack is harder to find because of some packets reached
the destination and destination thinks that it is getting the
full data. But the malicious node drop some packet and
some packet reach at destination. This is called a gray

hole attack.[22]
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Fig. 5 Security at different layer [14]

3. LITERATURE SURVEY

Jaydip Sen et al. Proposed a various security mechanism is to
defend against a cooperative gray hole attack on the well
known AODV routing protocol in MANETs. The various
security mechanisms is proposed to detect these attack. The
various mechanisms are used provide security in MANET
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through: Neighborhood data collection, Local anomaly
detection, Cooperative anomaly detection, Global alarm raiser.
Simulation results show that the scheme has a significantly
high detection rate with moderate network traffic overhead.

Adnan Nadeem et al. Proposed Generalized Intrusion
Detection & Prevention mechanism .GIDP uses a combination
of anomaly and knowledge-based that can protect MANETS
against a variety type of attacks like black hole attack, rushing
attack and gray hole attack. Simulation results show our
proposed mechanism can secure MANETs from a wide
variety of attacks with an affordable processing overhead.

Kimaya sanzgiri et al. proposed ARAN (authenticated
routing for ad-hoc network) and detect various type of attack.
ARAN used cryptographic certificate and detect various types
of attack. Node used to certificate and after exchange a
message. ARAN accepts only those packets that have been
signed with certified key. ARAN not accepts these packets
that not signed with certified key issue. ARAN provides
authentication and non repudiation service. Higher overall
routing load and cost of higher latency because the
cryptography computation that must occur in network.

Panagiotis et al. proposed a SRP (secure routing
protocol).The secure routing protocol used a secret association
b/w the source and destination and protect the source routing
message from various threats. Secure routing protocol collects
correct information in timely manner .The protocol define
many new feature like query verifiably at destination side.
Two nodes securely communicate through a shared secret key
in a secure routing protocol.

YIH-CHUN HU et al. proposed a Ariadne protocol, which
used a TESLA one way key chains and source routing
destination pair wise key .The pair wise key to protect the
DSR protocol. Ariadne can protect routing message using
three scheme.1.Shared secret key used b/w all pair of the
node.2.Shared secret key used b/w communicating node
combined with broadcast authentication.3.Used digital
signature .TESLA is an efficient technique and add only single
message authentication code to message for broadcast
authentication.

Aniruddha Bhattacharyya et al. proposed a various method
to mitigate that attack. The various attack identify in this paper
like Sybil attack, rushing attack, black hole, gray hole attack
etc. The mainly in this paper identify data traffic, and control
traffic attack and various method is used to mitigate these
attack

Mohd Faisal et al. In this paper identify various attacks. In
this paper identify various internal and external attacks and
identify various active and passive attacks. In future, several
security solutions that have been proposed and secure routing
protocols will be investigated and classified.

Meenakshi Patel et al. Proposed novel automatic security
mechanism to detect black and gray hole attack. The SVM is

used to defense against malicious attack occurring in
AODV.SVM classifies the behavior of the nodes.SVM based
system uses PDER, PMOR and PMISR metrics and classifies
the nature of nodes. Novel security scheme to detect malicious
attack in the MANET .This scheme uses the concept of
classification done by SVM. The behavior metrics are used to
develop the security system those are easily computed and
classify.

Hizbullah Khattak, et al. In this paper, a hybrid solution for
preventing black and gray hole attack in MANET has been
presented. The proposed solution consists of two parts:
1.secure route selection and 2.consistent data transmission. In
this paper, hybrid approach for preventing black and gray hole
attacks by selecting second shortest route for secure route
selection and hash function and timestamp base solution used
for consisting data transmission. Hash based solution is used
in MANET and message digest scheme is used in source and
destination communication message.

Nisha Puri et al. In this paper we study the effects of two
types of DoS attacks namely like 1.Gray hole attack 2.Black
hole attack. The gray hole attack and black hole attack in the
network impact on the different performance metrics of the
network such as packet delivery ratio and normalized routing
load, throughput.

Usha G et al. Due to lack of infrastructure support each nodes
can and leave join the network at any time. Providing security
to these networks is a challenging issue because these types of
networks suffer from various type of malicious attacks. One of
the attacks which are most difficult to detect in Mobile ad-hoc
network is Gray hole attack. In this paper an analytical Gray
Hole attack model is developed for AODV protocol. And
through analytical model the impact of these attacks easily
understood.

Adnan Nadeem et al .In this paper proposed a intrusion
detection and adaptive mechanism for MANETS that detects a
various type of attacks and provides an effective response with
low network degradation. In MANET occur various type of
attack like black hole, sleep deprivation attack, rushing attack,
gray hole attack etc The flexible approach is used to
management of threats and improved network performance
and low network overhead.

John Felix Charles Joseph. Proposed Cross layer based
adaptive real-time routing attack detection system for
MANETS. Routing detection system that adapt the network
changing condition. The efficient methodology for adapting
the intrusion detection model at real time. CARRADS use
SVM algorithm for detection process in MANET.

Jan von Mulert et al. proposed a various security extension.
The various security extension of AODV is used in this paper
like (SAODV, ARAN etc) and various type of scheme is used
to detect various type of attack. The incentive and directional
antennae scheme remove various types of threats. The warm
hole, black hole, rushing attack ,gray hole attack is detect
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through these all schemes in this paper and improve network
performance..

Hui Xia et al. In this paper, MANETSs are subjected to a
variety of attacks by malicious nodes. The reduce hazards
from nodes and enhance the security of network in this paper
.Trust prediction model to evaluate the trustworthiness of
nodes, which is based on fuzzy logic rules prediction method
and the nodes historical behaviors. This method is used to
detect a various type of threat.

4. TEHNIQUE USED DETECTION OF VARIOUS
ATTACKS

e Detection of malicious node using behavioral
approach: Support vector machine is used to classify the
behavior of the node. The detecting behavior or SVM
based system used PDER, PMOR, and PMISR and
classifies the nature of nodes with the help of SVM
classifier [12].

e Packet leashes: A packet leash is a technique to prevent
wormholes [9] .These may be temporal or geographic. A
geographic packet leash requires nodes to know their own
location, and contain this information i.e. protected
cryptographically into packets. This allows the distance
from sender to receiver to be established. Tightly
synchronized clocks are required in temporal packet
leashes. The packet creation time is included with the
packet (encrypted).

e Directional antennas: The directional antennas and
packet leashes technique used to detect a warm hole
attack [9]. Nodes are oriented with several directional
zones of transmission, and the direction of transmission is
included in neighbor discovery packets. When receiving
transmissions, the directional antennas allow a node to
establish the range area from which a transmission is
received.

e Generalized intrusion detection and prevention:
Generalized intrusion detection [1] and prevention
mechanism used a combination of anomaly based and
knowledge-based intrusion detection. Anomaly based
technique chi-square test apply on NCM and knowledge
based technique apply a rule based approach on NCM and
DM and detect a various type of attack like black hole,
gray hole, sleep deprivation etc.

5. CONCLUSION AND FUTURE WORK

Mobile ad-hoc network has been active research based area
over the past few years their application in military and
civilian communication. But it is vulnerable to various types
of attacks. Misbehavior of nodes causes the damage to the
nodes & packet also. The various attacks cause damage to the
network & also it is difficult to detect. The performance of the
network decreases .In the various researches the intrusions
detection & prevention technique, packet leashes techniques

are used to detect the attacks in network. This technique is
well efficient in improving the performance metrics of the
various ADHOC networks. Above mentioned techniques are
effective for high detection rate and very low false positive
rate and control overhead.
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